
Cloud-Native Vulnerability Detection & Alerting Pipeline 

 
Project Overview: 

Designed and implemented an event-driven security monitoring pipeline using Amazon 
Inspector, Amazon EventBridge, AWS Lambda, and Amazon SNS to automatically detect and 
notify on high-severity vulnerabilities in EC2 workloads. 

The solution continuously scans compute resources, filters critical findings in real time, and 
triggers alerts without manual intervention—ensuring faster response to security risks. 

 

 
 

Tools & Services Used 
●​ Amazon EC2 
●​ Amazon Inspector 
●​ Amazon EventBridge 
●​ AWS Lambda 



●​ Amazon SNS 
●​ AWS Systems Manager 

Outcomes / Impact 
●​ ⚡ Reduced vulnerability detection-to-notification time to near real-time 
●​ 🔍 Improved visibility into critical security findings 
●​ 🚫 Eliminated manual monitoring effort 
●​ 📈 Enabled proactive remediation workflows 
●​ 🧩 Built a scalable, event-driven security automation pipeline 

 

 
Step 1 — EC2 Setup 
Created an EC2 instance and attached an IAM role with AmazonSSMManagedInstanceCore 
policy to enable Systems Manager integration and secure management.  
 

 
Step 2 — Enable Vulnerability Scanning 
Enabled Amazon Inspector to continuously scan the EC2 instance and identify vulnerabilities, 
including HIGH severity findings.  
 



 
 
Step 3 — SNS Topic Configuration (Corrected Order)​
 Created an SNS topic for vulnerability alerts and configured email subscriptions. Verified 
subscription via confirmation email. 
 
 

 

Step 4 — EventBridge Rule Creation​
 Configured an EventBridge rule with an event pattern to capture Inspector findings filtered by: 

●​ Severity: HIGH / CRITICAL 
●​ Status: ACTIVE 



 
 
 

Step 5 — Lambda Function (Optional Processing Layer)​
 Created a Lambda function to: 

●​ Parse Inspector findings 
●​ Format alert messages 
●​ Forward notifications to SNS 

 
 

 
 



 
 
 
 
Step 6 — Target Integration 
Attached Lambda as the target of the EventBridge rule to trigger processing upon matching 
Inspector events.  

 
 

Step 7 — Alert Validation​
 Triggered high-severity findings and verified that email notifications were successfully received 
via SNS. 
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